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The CrowdStrike Falcon® platform’s single lightweight-agent architecture 

leverages cloud-scale artificial intelligence (AI) and offers real-time 

protection and visibility across the enterprise, preventing attacks on 

endpoints on or off the network. Powered by the proprietary CrowdStrike 

Threat Graph®, CrowdStrike Falcon correlates trillions of endpoint-related 

events per week in real time from across the globe, fueling one of the  

world’s most advanced data platforms for security. 

SINGLE  
LIGHTWEIGHT AGENT

Intelligent agent 

provides frictionless 

deployment and stops 

all types of attacks while 

eliminating agent bloat 

and scheduled scans.

CLOUD-NATIVE 
PLATFORM

Leverage the network 

effect of crowdsourced 

security data while 

eliminating the 

management burden  

of cumbersome  

on-prem solutions.

PROPRIETARY  
THREAT GRAPH

Massive distributed 

graph database using 

cloud-scale AI and  

deep link analysis to  

identify threats and  

stop breaches.

T H E  C R O W D S T R I K E  D I F F E R E N C E

C R O W D S T R I K E  F A L C O N :  
T H E  N E W  S T A N D A R D  I N  E N D P O I N T  P R O T E C T I O N

ENDPOINT SECURITY BASED ON A SIMPLE,  

YET POWERFUL APPROACH



C R O W D S T R I K E  F A L C O N :  
R E D E F I N I N G  S E C U R I T Y  F O R  T H E  C L O U D  E R A
They said it was impossible to provide complete endpoint  

protection using a single lightweight agent with no 

impact on user performance. We proved them wrong. With 

CrowdStrike Falcon’s revolutionary cloud-native security 

platform it is now possible to:

➤ Prevent both commodity and sophisticated attacks — 

whether they use malware or not, regardless of whether  

your endpoints are online or offline.

➤ Gain real-time endpoint visibility and insight into 

applications and processes running anywhere in your 

environment, ensuring that nothing is missed and 

everything that requires a response, gets one.

➤ Proactively hunt down advanced threat activity —  

faster and more effectively than ever before.

➤ Protect all workloads, spanning traditional endpoints 

running Windows, macOS and Linux to mobile devices, as 

well as servers and containers in modern hybrid  

multicloud data centers.

➤ Eliminate the bloat and massive performance impact that 

comes with legacy antivirus solutions, replacing it all  

with a single lightweight agent built for speed.



FALCON INSIGHT TM | ENDPOINT DETECTION 

AND RESPONSE (EDR)

Delivers continuous, comprehensive endpoint visibility that spans 

detection, response and forensics to ensure nothing is missed  

and potential breaches are stopped 

FALCON PREVENT TM  | NEXT-GENERATION ANTIVIRUS

Protects against both malware and malware-free attacks and is third-party 

tested and certified, allowing organizations to replace their AV

FALCON FIREWALL  MANAGEMENT TM 

FIREWALL MANAGEMENT

Delivers simple, centralized host firewall management making  

it easy to manage and control host firewall policies.

FALCON DEVICE CONTROLTM | USB DEVICE  

VISIBILITY AND CONTROL

Provides the visibility and precise control required to enable  

safe usage of USB devices across your organization

FALCON OVERWATCHTM | MANAGED THREAT HUNTING

CrowdStrike's 24/7 hunting team seamlessly augments your in-house 

security resources to relentlessly hunt for malicious activities at the 

earliest stage, stopping adversaries in their tracks

FALCON DISCOVERTM | IT HYGIENE

Identifies unauthorized systems and applications anywhere  

in your environment in real time, enabling faster remediation to improve 

your overall security posture 

FALCON SPOTLIGHTTM | VULNERABILITY MANAGEMENT

Offers security teams a continuous and real-time assessment  

of the vulnerability exposure of their endpoints, without  

resource-intensive scans

U n r i v a l e d  P l a t f o r m 



FALCON COMPLETETM | TURNKEY SECURITY

Combines comprehensive Falcon endpoint protection with the  

Falcon Complete Team of security experts, providing 100% managed  

and worry-free cybersecurity that includes a product  

warranty of up to $1 million

FALCON XTM | THREAT ANALYSIS SERVICE

Automates threat analysis, enabling security teams  

to learn from encounters with adversaries and use that knowledge to 

protect against future attacks

FALCON X PREMIUMTM | CYBER THREAT INTELLIGENCE

Delivers strategic reports and tactical indicators of compromise that 

provide insight into every aspect of the threat actors that are targeting 

your organization

FALCON SEARCHTM | MALWARE SEARCH

Dramatically increases the speed of malware research,  

enabling teams to quickly implement defensive measures, understand 

the attackers' motives, and even download related files for further study

FALCON SANDBOXTM | MALWARE ANALYSIS

Provides visibility into malware behavior, automating in-depth file and 

memory analysis for faster threat protection and response

CROWDSTRIKE SERVICES | IR AND PROACTIVE

Delivers pre- and post-incident response (IR) services 24/7 to support 

you before, during or after a breach, with skilled teams to help you 

defend against and respond to security incidents,  

prevent breaches and optimize your speed to remediation



CROWDSTRIKE: TRIED, TESTED, PROVEN 

With CrowdStrike, you can be confident that your organization  

is finally protected from cyberattacks — known or unknown,  

with or without malware. Hear what the experts are saying  

about the CrowdStrike Falcon platform:

*Gartner does not endorse any vendor, product or service depicted in its research publications, and does 

not advise technology users to select only those vendors with the highest ratings or other designation. 

Gartner research publications consist of the opinions of Gartner’s research organization and should not 

be construed as statements of fact. Gartner disclaims all warranties, express or implied, with respect to 

this research, including any warranties of merchantability or fitness for a particular purpose.

 

A  L E A D E R
—GARTNER MAGIC QUADRANT FOR ENDPOINT PROTECTION PLATFORMS 8/2019*

—IDC MARKETSCAPE: ENDPOINT SPECIALIZED THREAT ANALYSIS & PROTECTION 2018

—IDC MARKETSCAPE: INCIDENT RESPONSE, READINESS & RESILIENCY SERVICES 2018

O N L Y  L E A D E R
C R O W D S T R I K E  I S  T H E  O N L Y  V E N D O R  T O  B E  N A M E D  A  L E A D E R  I N  

B O T H  E N D P O I N T  S E C U R I T Y  S U I T E  A N D  E D R  W A V E S
— THE FORRESTER WAVETM: ENDPOINT SECURITY SUITES, Q3 2019

—THE FORRESTER WAVETM: ENDPOINT DETECTION AND RESPONSE, Q3 2018
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